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Abstract

The introduction of smart meters in legal metrology requires a smooth transition from the existing metering system into
the digital world. Therefore, connecting legacy meters to the newly created digital backends is desirable to bridge the
transitory phase of the rollout. To this end, the legal metrological framework of the European Union is analysed, and the
resulting requirements are listed, which need to be fulfilled to allow for a legally valid digital registration of measurement
values from legacy meters. Based on these requirements, threats on the process are derived and evaluated. In that frame-
work, a prototypical implementation, utilizing photo-optical means, is presented, showcasing a system that potentially
complies with all requirements. A risk analysis on the system illustrates the critical parts of the envisioned implementation

and highlights what real-world implementations can improve upon.!

1 Introduction

In the European Union, Measuring Instruments Directive
(MID) 2014/32/EU and Smart Metering Systems Roll-Out
Recommendation 2012/148/EU (mirrored by the German
Measures and Verification Ordinance [1] and the Metering
Point Operation Act [2]) set out Europe-wide requirements
for the operation of smart energy meters. Their main goal
is to make energy consumption transparent to the consumer
and thus improve energy efficiency. This economic sector
of measuring systems subject to legal control, usually re-
ferred to as Legal Metrology, is responsible for a sizeable
share of Germany’s GDP [3]. Even though the rollout of
smart meters is ongoing, several years will pass before
smart metering replaces all ‘classical’ utility meters in Ger-
many. Until such time, transitory solutions are needed to
connect legacy utility meters to the digital metering infra-
structure. These solutions could potentially enable users to
retrieve measurement data admissible as evidence from
legacy meters without having to resort to manual readouts.
Since ‘classical’ active electrical energy meters for house-
hold use are not equipped with respective communication
interfaces, there currently exists no trustworthy digital data
transmission chain from the meter to the energy provider’s
backend where billing is performed. Instead, manual
readouts by the consumer are widely accepted, although
service personnel of the meter operator must manually re-
peat such readouts when in doubt. To close this gap by dig-
ital means, any solution needs to ensure that the remotely
examined object is a real meter (instead of a fake), that it is
the actual meter in question and that it conforms to legal

requirements. In addition, it needs to be proven that the re-
trieved measurement value is up to date. Since the display
is so far the only way to read out the accumulated con-
sumption from legacy meters, only photo-optical solutions
(e.g., camera app on a consumer device with image evalu-
ation by a trusted server) offer a viable path to close the
communication gap, see Figure 1 for an example. Similar
challenges are posed by Videoldent technology [4] used to
authenticate consumers via video chat when validity and
actuality of an ID document needs to be proven to sign con-
tracts remotely.

In this paper, an analysis is conducted regarding require-
ments for measurement data retrieval by photo-optical
means. The paper also investigates how conformity with
the essential requirements of MID can be demonstrated for
such a technology. To this end, a prototypical implementa-
tion to securely read a legacy meter’s display via a
smartphone camera is examined and mapped to the require-
ments of MID and BSI TR-03147 [4], which lays down re-
quirements for Videoldent solutions. The paper highlights
with the help of an exemplary implementation how such a
technology might be practically examined and how open
issues (e.g., use of an unsecured smartphone, man-in-the-
middle attacks) can be closed by means of a risk assess-
ment [3] if certain prerequisites are fulfilled. It is also ad-
dressed how such an assessment may be used for different
implementations and how a similar level of information se-
curity can be demonstrated. The remainder of the paper is
structured as follows: Section 2 illustrates the legal frame-
work for photo-optical measurement data registration and
derives applicable security objectives. In the subsequent
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Section 3, existing methods for photo-optical data registra-
tion are described and evaluated regarding their applicabil-
ity for the examined scenario. Section 4 describes the the-
oretical application of one such method (namely Vide-
oldent following BSI TR-03147) and demonstrates how re-
maining open technical and organizational aspects of
providing evidence of a measurement result can be closed.
A prototypical implementation of the identified require-
ments is presented and evaluated in Section 5. Section 6
summarizes the paper and outlines further work.

2 Legal framework

In principle, all usage of measurement data for commercial
or official transactions is subject to legal metrology legis-
lation in Germany. This implies that the user of such meas-
urement data must prove that the data can be traced back to
a verified and correctly operated measurement instrument,
see §33 in [5]. In case a measurement result is read by an
untrusted third party e.g., the consumer, from a cumulative
utility meter, proof of a correct readout can only be pro-
vided by spot checks of the actual accumulated measure-
ment result on site. An alternative to this procedure is of-
fered by so-called smart meters, where remote retrieval of
the protected measurement result via a communication in-
terface is enabled. For these results, which are transmitted
via communication networks to the energy provider’s
backend for billing purposes, essential requirement 8.4
from Annex 2 in [1] applies, “Measurement data, software
that is critical for measurement characteristics and metro-
logically important parameters stored or transmitted shall
be adequately protected against accidental or intentional
corruption.” It follows that protection against accidental or
intentional modification of the communicated data i.e., the
measurement result, shall be ensured along the entire chain
of communication. This implies that modifications shall ei-
ther be impossible or at least detectable.

Although requirements from [2] will allow for crypto-
graphic protection of data transmission in the long run, a
transitory solution based on photo-optical digital measure-
ment data registration shall be discussed here. The paper
will highlight how a comparable level of protection can be
demonstrated for such an alternative.

3 Overview of existing methods

In the following subsections, different technological solu-
tions to the problem of measurement data retrieval from
utility meters are described. These cover both solutions that
require additional capabilities of the meter (see 3.2) and
those that do not (see 3.1 and 3.3).

3.1 OCR-based measurement data registra-
tion

Optical character recognition (OCR) has been used in dif-

ferent fields of application for many years. A specific ap-

plication to measurement data registration from legacy me-

ters has been described in [6]. As detailed in Section 1, a

consumer smartphone is used to register photo-optical data
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from a utility meter. The solution given by Harmon and
Barker does not, however, focus on the admissibility as ev-
idence of any registered data. Instead, they focus on the re-
trieval process regarding information for identifying in-
strument and measurement itself. In addition, the user of
the smartphone is actively asked to confirm the accuracy
of registered results which opens up the possibility of ma-
nipulation.

3.2 Measurement data retrieval via
DLMS/COSEM

A description of an alternative method only applicable to
smart meters equipped with compatible communication in-
terfaces may be found in [7]. The DLMS (device language
message specification) and COSEM (companion specifica-
tion for energy metering) lay out a set of protocols for dig-
ital communication with utility meters and ancillary de-
vices. Data exchange in DLMS/COSEM is modelled ac-
cording to the well-known open system interconnection
(OSI) model and divided into application, intermediate and
physical layers. Any entity implementing the model must
be realized as a physical device that supports one or more
communication profiles such as HDLC or TCP/IP and is
consequently uniquely identified by a physical address de-
pendent upon the used profile. Compliant devices use a cli-
ent-server model to realize connection-oriented communi-
cation, where meters act as servers, whereas the querying
party acts as a client. Since legacy meters would need to be
fitted with additional hardware, such as a communication
adapter turning displayed values to digital information, to
be able to communicate via DLMS/COSEM this does not
represent a viable alternative for connecting legacy meters
to digital backend systems quickly.

3.3 BSI TR-03147

In a different field of ensuring admissibility as evidence of
registered photo-optical data, a method for remote identity
validation of human individuals (Videoldent) already ex-
ists and is frequently used to digitally agree to contractual
obligations e.g., when signing purchase contracts online
[8]. Specific requirements for implementations of this
method in Germany were established by the German Fed-
eral Financial Supervisory Authority (BaFin) in 2017 [9].
These requirements were supplemented by a generalized
technical requirement document for any kind of identity
checking technology by the German Federal Office for In-
formation Security (BSI) [4].

3.3.1 Security objectives of BSI TR-031047

In this context, the task of proving the admissibility of op-
tically registered measurement data as evidence shows
many similarities with the scenario addressed in [4]: Both
in the case of natural persons and for legacy utility meters,
the central challenge consists of authentication by means
of optical characteristics alone. In this context, biometric
data e.g., fingerprints, are also interpreted as optical char-
acteristics.

In this context, BSI’s technical guidance [4] formalizes the
following generic security objectives:
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e “Sl.Existence: Existence of an entity (natural per-
son) to which all claimed ID attributes apply.”

o “S2.Legitimacy: All stated ID attributes apply to
the natural person claiming them (implies S1. Ex-
istence).”

e  “S3.Uniqueness: No two persons have identical
values for all captured ID attributes.”

For photo-optical retrieval, S1 translates to the existence of
one measuring instrument to which the defined ID attrib-
utes e.g., metrological markings, serial number, physical
seals and potentially the installation environment, apply.
Due to the requirements laid down in [1], it is ensured that
for a given valid ensemble of ID attributes, there exists one
real instrument.

When applied to legacy utility meters, S2 implies that if
verification markings, serial number and installation envi-
ronment all match, the correct instrument has been identi-
fied. Regarding S3, the requirements of [1] (see §13 1) and
§14) ensure that no two devices may have identical ID at-
tributes as metrological markings must be clear, unique and
not transferable to a different device. It follows that all
three security objectives (see interpretation above) can be
applied to the conditions provided by photo-optical meas-
urement data registration. Moreover, all three objectives
should be fulfilled by default by any verified utility meter.

3.3.2 Threats formalized to ID attributes

From the mentioned security objectives, [4] derives four
distinct threats to the ID attributes themselves that need to
be countered by any Videoldent technology:
e “Bl. Claimed ID attributes apply neither to the
person claiming them nor to a different person.”
e  “B2. Successfully and correctly checked ID at-
tributes become invalid [...].”
e  “B3. A person illegitimately uses the ID attributes
of another person [...].”
e  “B4. Claimed ID attributes are valid for more than
one person.”
In the case of photo-optical measurement registration from
a legacy utility meter, B1 translates to the threat posed by
a fake meter whose markings etc. do not match any real
measuring instrument. B2 can be specifically mapped to
the validity checking of both the visually observed ID in-
formation and the actual measurement data. Threat B3
would correspond to moving ID information from the cor-
rect meter to another one, whereas threat B4 would de-
scribe an ID dataset fitting two different physical measur-
ing instruments.

3.3.3 Additional threats

In addition to threats to the ID attributes, [4] specifies
threats to the trustworthiness of ID documents, to the secu-
rity of transmission channels and to the checking procedure
of ID documents. Since ID attributes of measuring instru-
ments are issued by accredited Notified Bodies, their trust-
worthiness should be ensured. If state-of-the-art signature
and encryption algorithms are used, the security of trans-
mission channels should also be much more difficult to
breach than e.g., manipulating visual data prior to captur-
ing. Therefore, the focus of the remainder of the paper shall
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be on the checking procedure of the ID attributes and on
the threats for said attributes themselves, see Section 4. Re-
garding the checking procedure, [4] specifies the following
threats:

e “Bl. An ID document reported as stolen, lost or

revoked is used.”

e  “B2. An expired ID document is used.”

e “B3.A counterfeited ID document is used.”

e “B4.A document with manipulated ID attributes

is used.”

Additional sections in [4] address the comparison process
between ID document and natural person, the correct reg-
istration of ID attributes and safeguarding procedures for
process integrity by the Videoldent service provider. As
visual ID markings of measuring instruments are physi-
cally attached to the individual device, a comparison pro-
cess is not needed. The registration of ID attributes and re-
trieved measurement data in a backend system are beyond
the scope of this paper and are already covered by existing
certification for such systems if needed. Regarding safe-
guarding procedures for process integrity, [4] already
states that these may be “ensured through technical
measures, organisational measures or a combination of
both.” Since the objective of this paper is to describe and
evaluate a purely technical solution that does not require
modifications over time, process integrity assurance shall
not be examined in the remainder of the paper. Section 4
will, therefore, focus on assessing threats B1 to B4 for ID
attributes (henceforth referred to as BID1 — BID4) and
threats B1 to B4 for the checking procedures (BCK1 —
BCK4).

4  Application of BSI TR-03147

An advantage of photo-optical measurement data registra-
tion compared to Videoldent technology lies in the availa-
bility of all necessary reference information (data on type
label, verification markings, physical protection and secur-
ing measures) to the checking/receiving party prior to
measurement data registration. BSI TR-03147 provides as-
sessment guidelines for each requirement used to cover the
previously introduced threats. The goal of such an assess-
ment is to demonstrate that a certain level of assurance has
been achieved. A similar method applicable for different
IT solutions in legal metrology has been described in [3].
Following the logic of [4] the introduced threats will now
be analysed to yield verifiable and assessable requirements
which should enable assessment of arbitrary real imple-
mentations.

4.1 Analysis of threats to ID attributes

IfID attributes match no real utility meter (BID1), this does
not cause any problems, since no false measurement data
will be registered. Therefore, the threat does not require
further investigation.

In legal metrology, already verified attributes may indeed
become invalid (BID2) before they can be used. Since the
time window between registering a measurement result
with associated ID information and usage of the result i.e.,
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writing it to a trusted database, is extremely short compared
to the window one might have for capturing an image and
submitting it for verification, this threat will be dealt with
under the threat for usage of fully expired ID information,
see BCK2 below.

Threat BID3 implies usage of another person’s ID without
authorization. When mapped to legal metrology, usage of
a valid set of ID attributes together with the actual accumu-
lated measurement value would not cause harm since the
actual dataset would not be modified. Instead, one con-
sumer would be submitting correct measurement data for a
different consumer which might be problematic from a pri-
vacy standpoint but does not affect legal metrological re-
quirements. Therefore, the threat does not require further
examination.

With respect to cumulative utility meters, BID4 (attributes
match more than one person) only applies to the ID attrib-
utes themselves since the measurement value can be iden-
tical across several meters without violating any require-
ments. Since conformity assessment of measuring instru-
ments prior to their usage ensures that no two meters can
have the same markings, matching attributes for more than
one meter would always also imply manipulated ID infor-
mation, which will be dealt with under threat BCK3 (see
below).

4.2  Analysis of threats to checking proce-
dures

Regarding threat BCK1 (lost/stolen ID used), it should be
noted that verification markings are generally physically
attached to the instrument. Loss is impossible, therefore.
Moreover, forceful removal of verification markings with
the intention of adding them to a different instrument
would destroy the physical mark.

Threat BCK2 addresses usage of an expired ID. Since
photo-optical data registration theoretically enables captur-
ing of all ID attributes of a measuring instrument, it should
always be feasible to also verify their temporal validity ei-
ther through plausibility checks or by matching them with
respective databases of verification bodies. However, since
the current measurement value must also be communi-
cated, there is no guarantee that no outdated value is trans-
mitted. Therefore, the threat shall be examined here.
Similarly, threat BCK3 addresses counterfeited IDs. In
principle, verification markings on an instrument and the
legally relevant indication of the measurement result
should be extremely difficult to manipulate since this threat
pertains to all measuring instruments regardless of the
manner of measurement data retrieval. However, since im-
age capturing and processing open up additional possibili-
ties for manipulation, the threat shall be investigated here.
With respect to BCK4 (manipulated ID used), the same ar-
gument holds as for BCK3. Specifically, BCK4 should also
apply to the case of a manipulated measurement value to-
gether with a true set of ID attributes since assignment of
false measurement values to real ID attributes can also be
seen as manipulation. Therefore, threats BCK2, BCK3 and
BCK4 shall be examined together in Section 5.
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5 Prototypical implementation

Based on the identified applicable threats from [4], Section
5.1 will derive a set of technical prerequisites that any im-
plementation will have to realize. These are then used in
Section 5.2 to construct a generic implementation that is
close enough to an actual product description for evalua-
tion without being overly restrictive in its applicability to
different use cases. As indicated in Section 4, [4] already
implies the possibility of proving fulfilment of its require-
ments by means of a risk assessment, which yields a certain
assurance level. A brief except from such an assessment for
the prototypical implementation will be shown in Section
5.3

5.1 Requirements derived from applicable
threats

Usage of an expired ID (BCK2) can only be detected if
some sort of trustworthy time reference is used. This could
either be generated by a trusted source or provided by the
(trusted) checking entity itself. To enable detection of
counterfeited ID markings or manipulated measurement
results (BCK3) two different preconditions need to be met:
Firstly, a known reference for the markings themselves
must be available to the checking entity. Regarding the
checking procedure for the measured value itself, there
must either be a detection process in place to detect forger-
ies or forging a correct result must be made too difficult for
the anticipated attacker to realize. Both mechanisms would
also automatically mitigate threats posed by a manipulated
ID (BCK4).

5.2 Implementation description

The following generic implementation for a photo-optical
measurement data retrieval system admissible as evidence
is based on the assumption that a trustworthy backend ex-
ists which provides a time reference and is able to perform
necessary checks on submitted data/images. A description
of all components that are part of the implementation is
given below. For each component, the basic assumptions
regarding their capabilities are also detailed.

5.2.1 Component description

As described in Section 1, a smartphone shall act as the
optical sensor to capture digital photos of legacy meters.
Since the phone will usually be a standard consumer de-
vice, it is assumed that the device will not necessarily reply
correctly to external commands and that it may even mali-
ciously insert wrong data into the communication channel.
Regarding said channel as an intermediary between
smartphone and backend, it is again assumed that it cannot
be relied upon to behave correctly. This includes the capa-
bility to inject false or duplicate data packets and to delete
data packets or delay them arbitrarily.

The backend as the third party, however, is assumed to be
properly certified according to legal requirements (see [5])
and to be operated in a verified state that is regularly sub-
ject to market and user surveillance. Therefore, the
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backend can act as a trust anchor both for providing a reli-
able time reference for the actions of all other parties and
for performing necessary checking procedures for received
data packets/images.

5.2.2 Component interaction

All communication described below shall be signed using
state-of-the-art cryptographic signatures to ensure that no
other parties besides the ones introduced in Section 5.2.1
can practically influence transmitted data packets. It is as-
sumed that the corresponding cryptographic certificates
have been exchanged between smartphone and backend
prior to initiation of the following steps. To address the re-
quirements derived for the prototypical implementation in
Section 5.1, the following protocol (see Figure 1 for an ab-
stract UML representation) shall be observed regarding
correct component interaction:

Whenever a consumer wishes to register her current meter
reading with the energy company’s backend, she triggers a
cryptographically signed request from her smartphone. The
signed request is sent via the communication channel to the
backend which checks the signature and creates a (random)
one-time token. This token and a current timestamp are
again cryptographically signed by the backend and sent
back to the smartphone via the communication channel.
Upon reception of this data packet, the smartphone takes a
picture/video of the utility meter and embeds the data of
the token in the picture as a watermark. This (random) wa-
termark serves the dual purpose of ensuring that the phone
cannot prerecord the image and that the obtained image
shows a real utility meter. The actual implementation of
adding the watermark is not the subject of this paper, but
several options such as a zooming sequence (in/out) con-
trolled by the one-time token to check that the captured ob-
ject has three dimensions, activation of the smartphone’s
flashlight according to the one-time token or even camera
movements controlled by the token (up/down) seem feasi-
ble. Although the latter would require additional user inter-
action. Afterwards, the watermarked picture/video is trans-
mitted to the backend for checking and registration.

The backend then checks whether the smartphone’s re-
sponse was within preassigned time limits and whether the
correct watermark corresponding to the one-time token has
been embedded in the captured image. In addition, a check
is performed on the recognized verification markings of the
meter, which are matched against an internal trusted data-
base, and the cumulative measurement value is finally ex-
tracted from the image and registered with the backend.
The registered measurement result is then sent back to the
smartphone for information purposes and to indicate com-
pletion of the protocol to the consumer.
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5.3 Risk analysis

To demonstrate that the applicable threats BCK2, BCK3
and BCK4 from Sections 4.1 and 4.2 are adequately ad-
dressed by the implementation, a brief exemplary risk anal-
ysis following the method from [3] shall now be per-
formed.

5.3.1 Method description

To this end, attack vectors are identified which can be used
to implement one or more threats. Depending on whether
an attack vector affects one or more registered measure-
ment results, it is assigned an impact value of 1/3 or 1. The
attack vectors are then rated according to a point scoring
system with respect to the estimated time and expertise re-
quired to implement an attack, the necessary knowledge re-
garding the target of evaluation (TOE), the needed window
of opportunity (if any) and the necessary equipment. Since
the scoring part of the method from [3] is based on the vul-
nerability analysis from ISO/IEC 18045 [10], a more de-
tailed description of the point scores and examples regard-
ing their assignment may be found there.

The sum score is then turned into a probability score by
means of the mapping provided in Table 1.

Table 1 Mapping of sum score to TOE resistance and
robability score [3]

Sum of Points TOE Resistance Probability Score
0-9 No rating 5
10-13 Basic 4
14-19 Enhanced Basic 3
20-24 Moderate 2
>24 High 1

Multiplying impact and probability finally yields the risk
score [3]. For real-world implementations, a full risk anal-
ysis based on the attack probability trees from [3] would be
needed to identify as many ways of realizing the applicable
threats as possible. Since the analysis here is only focused
on a generic prototypical solution, only a limited number
of attack vectors shall be examined for illustration pur-
poses.

© VDE VERLAG GMBH - Berlin - Offenbach



Sensoren und Messsysteme 2022 - 10. — 11.05.2022 in Niirnberg

5.3.2 Attack vector description

Potentially, all three threats (BCK2, BCK3 and BCK4)
could be realized by attacks that need to be repeated for
each measurement value. This would result in a reduced
impact score of 1/3. In order to also cover attacks targeted
at implementing a solution that works automatically for all
future measurement values to be registered, two versions
of each threat shall be investigated here i.e., one with full
and one with reduced impact each. These are represented
as ‘BCKx all’ and ‘BCKx one” in Table 2.

In the following, a limited number of exemplary attack vec-
tors is described. In a full risk assessment, this list would
be much more extensive, see Section 5.3.1. Nevertheless,
the exemplary attack vectors should suffice to illustrate
how coverage of the applicable threats from BSI TR-03104
[4] can be illustrated:

e AV _STI: A sticker showing a fake measurement
value is individually printed and glued over the
display of the meter.

e AV _REP: An attacker manually replaces the dis-
played measurement value in the captured image
within the timeframe allowed by the backend.

e AV _FOR: An attacker manually forges ID attrib-
utes and adds them to a photo of an unverified ma-
nipulated meter.

e AV _ALT: An attacker writes a software that dig-
itally alters an outdated photo of a real meter to
comply with the token data transmitted by the
backend.

e AV _FAK: An attacker writes software that gen-
erates a photo of a fake meter that complies with
the token data transmitted by the backend.

5.3.3 Risk estimation and evaluation

In Table 2 these attack vectors are now assigned to the
identified threats which they implement. Each realized
threat is finally assigned point scores according to the cat-
egories introduced in Section 5.3.1.

Threat ‘BCK2 all’, for example, may be realized by writing
a software that automatically alters outdated photos ac-
cording to the transmitted token data. Depending on the
complexity of imprinting the token in the image, this will
require around half a year (score of 17 for elapsed time),
whereas only a programming expert can write such a soft-
ware (score of 6 for expertise). Since the knowledge re-
garding token and watermark should be well protected, the
information would be considered sensitive (score of 7 for
knowledge of the TOE). As the attack can be realized with-
out physical access to any verified components i.e., the
backend, the window of opportunity is unlimited (score of
0). Finally, the software development environment used
would count as standard equipment (score of 0). According
to Table 1, the resulting sum score of 30 translates to a
probability score of 1. Once multiplied with the assigned
impact of 1 this produces a risk score of 1.

Threat ‘BCK4 one’, as another example, requires printing
of a sticker label that mimics the real display. Such a
printout can be generated within minutes (score of 0 for
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elapsed time) by a layman (score of 0 for expertise). No
special knowledge regarding the TOE is required since im-
ages of utility meters can be publicly downloaded from the
internet or simply obtained on site (score of 0 for
knowledge). Since a printer can be considered standard
equipment, the last score is 0, too. From Table 1, a proba-
bility score of 5 follows, which is only reduced to a risk of
2 since the product of impact and probability score is
rounded to the next integer number.

Table 2 Each attack vector (AV) is evaluated based on
estimated time (ET), Expertise (Ex), Knowledge of the
TOE (KT), the window of opportunity (WO), needed
equipment (Eq). The resulting sum score is turned into a
probability score (PS), which is then multiplied with the
impact (I) to calculate the risk.

T Description (I |AV [ET [Ex KT WO[Eq [E [|PS [Risk

JAn  attacker
manages  to
register an ex-|
pired set of
Imeasurement
BCK |value and valid] |AV_
2 one |ID attributes. |1/3 REP0 |6 (7 |10 [0 23 2 |1

IAn attacker|
registers an un-
limited number]
of sets of ex-
pired measure-|

ment  values|
BCK |and validID at{ |AV_
2 all (tributes. 1 |ALT{7 |6 7 [0 [0 30 |1 |1

JAn  attacker
manages  to|
register a
Imeasurement
value together
BCK with fake ID AV _
3 one fattributes. I/3[FOR0 6 3 [0 [0 o 5 IR

IAn attacker
registers an un-
limited number
of  measure-

ment  values|
together  with|
BCK |fake ID attrib-{ |AV_
3 all |utes. 1 [FAK|1I9 6 [0 [0 ¥4 29 (I |1

JAn  attacker|
manages  to|
register al
measurement

value together
with manipu-|
BCK |lated ID attrib- IAV_
4 one [utes. 1I/3STLjo (0 (0 [0 [0 o 5 2

IAn attacker
registers an un-
limited number|
of  measure-|
ment values to-
gether with|
BCK [manipulated AV _
4 all [ID attributes. (I |ALT|17 |6 ({7 [0 [0 30 |1 |1

Similarly, scores in the individual categories for the re-
maining threats can be assigned. The resulting risk scores
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between 1 and 2 would all be acceptable for legal metrol-
ogy, where countermeasures are only required if a risk
score of 4 or higher is obtained. However, the pivotal role
of elapsed time for all automated attacks (see threats
marked as ‘BCKx all’ in Table 2) must be stressed here.
The time scores for AV_ALT and AV_FAK are based on
the assumption that it is extremely difficult and time-con-
suming to write a software that either manipulates an exist-
ing photo according to the token data or to fake a photo
altogether. If the algorithm of embedding the token data is
very simple, however, the time scores could, for instance,
be reduced to 1 (less than a week) which would increase
the resulting risk score to 4 in both cases. It follows that
during evaluation of any real implementation, particular
care must be given to analyzing as many potential attack
vectors as possible and designing relevant countermeas-
ures where necessary. Overall, the risk assessment method
offers the possibility of comparing the protection level re-
alized by different photo-optical capturing solutions.

6

In this paper, the challenges posed by connecting legacy
utility meters to the smart metering infrastructure have
been outlined. Based on an overview of technologies that
could act as transitory solutions before the widespread roll
out of smart meters, the requirements for the Videoldent
technology were examined in more detail and it was inves-
tigated how they could be used to demonstrate compliance
with legal metrological requirements. It has also been
shown which threats need to be addressed by any photo-
optical capturing solution to be used for registration of
measurement data admissible as evidence. The risk assess-
ment methodology from [3] was applied to the identified
threats to illustrate how a comparability of the protection
level achieved by different implementations could be
demonstrated. Currently, no certified solution to the inves-
tigated problem exists, nevertheless the combination of re-
quirements from BSI TR-03147 [4] and methodology from
software risk assessment [3] will likely provide the tools
necessary for examination and evaluation of such a tech-
nology. Further work will, therefore, focus on generating a
more extensive list of feasible attack vectors to be consid-
ered during evaluation of the technology and on integrating
the risk assessment process into the overall conformity as-
sessment procedure required by the legal framework [1].

Summary and further work

7
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